Azure App Configuration for Tenant Management

Summary

This article provides a summary of Azure App Configuration for Tenant Management in
MachPanel.

Applies To

This article applies to MachPanel build version 7.0.41 and above.
Note
Please follow below article first, If you have not reviewed it yet.

https://kb.machsol.com/Knowledgebase/54511/CSP-Module-Configuration-Guide-

Steps Procedure

o You will be asked to fill following details while adding profile which can be captured
using below section "Azure App Configuration":

Tenant Management Azure App Configuration for Tenant Management

* Azure App Id:
* Azure App Certificate Thumbprint:
* Azure App Client Secret Value:

Enable Direct Routing for Teams:

Save Cancel

AZURE APP CONFIGURATION

o Create / Register Azure App in Azure Active Directory as depicted.


https://kb.machsol.com/Knowledgebase/54511/CSP-Module-Configuration-Guide-for-MachPanel-Automation-Solution
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| App registrations =

Azure Active Directory
¢ MNew registration @ Endpoints f Troubleshooting ':'_) Refresh -+ Download [& Preview features F? Got feedback?
A

0 Qverview

Register an application

Supported account types

Who can use this application or access this 4PI?

O Accounts in this organizational directory only (MachSol Inc only - Single tenant)

@ Accounts in any organizational directory (&ny Azure AD directory - Multitenant]

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox]

O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Web v | ‘ https://cp.yourdomain.com/PCC/System,/0365 Callbackaspx e

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.

By proceeding, you agree to the Microsoft Platform Policies

~
#E Overview
/ Essentials
&4 Quickstart
. Display name : Client credentials : 1 certificate_1 secret
#  Integration assistant
Application (client) ID 16 2 3¢t 391 _ ba-k.JE 40U sb Redirect URIS : 2web, 0 spa, 1 public client
Manage Object ID to d2 a6 abe d4- 22+ 290 17 Application ID URI + Add an Application D URJ
= Eranding & properties Directory (tenant) ID : Managed application in I... :
3 Authentication Supported account types :
Certificates & secrets »

@ Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will continue to provide
technical suppert and security updates but we will no lenger provide feature updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and

"
il Microsoft Graph. Learn more

Token configuration

2 APl permissians

Take a Note of Application (Client) ID, need to be filled in MachPanel Configuration
Page.

. Generate Self Signed Certificate and Upload to Azure App.
o Create Self signed Certificate
o] Run downloaded script as below in shell window.
o .\Create-SelfSignedCertificate.ps1 -CommonName "Cert-Name" -StartDate
((Get-Date).AddDays(-1)) -EndDate ((Get-Date).AddDays(-1).AddYears(3))



https://github.com/SharePoint/PnP-Partner-Pack/blob/master/scripts/Create-SelfSignedCertificate.ps1
https://github.com/SharePoint/PnP-Partner-Pack/blob/master/scripts/Create-SelfSignedCertificate.ps1
https://github.com/SharePoint/PnP-Partner-Pack/blob/master/scripts/Create-SelfSignedCertificate.ps1
https://github.com/SharePoint/PnP-Partner-Pack/blob/master/scripts/Create-SelfSignedCertificate.ps1
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-Password (ConvertTo-SecureString -String "P@sswOrd123#" -AsPlainText -Force)
1. Mention your own Cert-Name

2. Mention your own password

3. Mention duration in number of years

o Upload Certificate to Newly Registered Azure App

£ Search

B overview
Quickstart

% Integration assistant

Rj Got feedback?

Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.

= Branding & properties

(&

Authentication
Certificates & secrets
! Token configuration
2 AP| permissions

& Expose an API

Manage ®
@ Application registration certificates, secrets and federated credentials can be found in the tabs below.

2 Branding & properties

D a

:) thentication Certificates (1) Client secrets (1) Federated credentials (0)

Certificates & secrets
Certificates can be used as secrets to prove the application's identity when requesting a token. Also can be referred to as public keys.

11! Token configuration

2 APl permissions T Upload certificate

& Expose an API Thumbprint Description Start date Expires Certificate ID

. - r . . W
) Install/Configure Certificate on Powershell Host Machine (Control Server) in both “My
” A\ ”
user account” & “Computer account

Take a Note of Thumbprint, need to be filled in MachPanel Configuration Page.
e  Generate Client Secrets.

£ Search 5 Got feedback?

B overview

Quickstart Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.
% Integration assistant
Manage ®

@ Application registration certificates, secrets and federated credentials can be found in the tabs below.

Certificates (1) Client secrets (1) Federated credentials (0)

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

T New client secret

Description Expires Value @O Secret ID

Take a Note of Value, need to be filled in MachPanel Configuration Page.


https://www.sonicwall.com/support/knowledge-base/how-can-i-import-certificates-into-the-ms-windows-local-machine-certificate-store/170504615105398/
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e Assign Global Administrator and Exchange Administrator Roles to the App.

Roles and administrators | All roles X

MachSol Inc - Azure Active Directory

¢ 4 Download assignments () Refresh [#& Preview features 8 Got feedback?

di. Allroles

) To creste custom roles, your organization needs Azure AD Premium P1 or P2, Start a free trial. —
# Diagnose and solve problems

D » Dynamics 365 Administrator Can manage all aspects of the Dynamics 365 product. Built-in
Activity

B » Edge Administrator [ Manage all aspects of Microsoft Edge. Built-in e
I= Access reviews
) » Exchange Administrator Can manage all aspects of the Exchange product. Built-in LK
& Audit logs

D # Exchange Recipient Administrator Can create or update Exchange Online recipients within the Exchange Online organizat.. Built-in e
2% Bulk operation results

D ¢ External ID User Flow Administrator Can create and manage all aspects of user flows Built-in e
Troubleshooting + S t . . .
roubleshooting = supper D ¢ External ID User Flow Attribute Administrator Can create and manage the attribute schema available to all user flows. Built-in e
& New support request B » External Identity Provider Administrator Can configure identity providers for use in direct federation. Built-in e

» Global Administrator Can manage all aspects of Azure AD and Microsoft services that use Azure AD identiti.. Built-in e

Double Click Role Name -> Click Add Assignment -> Search New Created Azure App and
Select -> Add

. Assign API Permissions.
o Click on your desired Application, and click the option "Manifest"
o] Locate "requiredResourceAccess" and replace as explained in attached "API
Permissions.txt".

P search < T Upload ' Download £ Got feedback?
A
Manage The editor below allows you to update this application by directly modifying its JSON representation. For more details, see: Understanding the Azure Active Directory application
manifest.
B2 Branding & properties o 1
3 Authentication 62 "url™: "urn:ietf:iwg:oauth:2.8:00b",
- 63 "type": "InstalledClient™
Certificates & secrets 64 }
65 1.
il! Token configuration 66 "requiredResourceAccess”: [
< APl o7 {
ARl permissions 68 “resourceAppId”: "00@8E003-8608-06E0- CAEE-0HE0E000E000" ,
@ Expose an API 69 "resourceAccess”: [
70 {
L App roles 71 "id": "64a6cdd6-aabl-4aaf-94b8-3cc8485e068de”,
72 "type": "Scope”
&2 Owners 73 1,
4. Roles and administrators 74 {
75 “id": "7427e@e9-2fba-42fe-bBce-848c9e6a8182",
il Manifest 76 "type": "Scope"
77 1

o Grant Admin Consent as Depicted
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https://kb.machsol.com/Knowledgebase/55720/Azure-App-Configuration-for-Tena...
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