URL Rewrite - HTTP to HTTPS redirection for MachPanel Web Portal

Summary

This article provides information about steps to perform HTTP to HTTPS redirection for
MachPanel Web Portal.

Applies To

Applies to MachPanel v6 and onward.

Steps to perform

o DOWNLOAD AND INSTALL

Download “URL Rewrite” from https://www.iis.net/downloads/microsoft/url-rewrite by clicking “Install this
extension”:

m

O B https://www.iis.net/downloads/microsoft/url-rewrit

va

[IS Home Manage Downloads Learn Reference  Solutions v

All Downloads Community Contributed Downloads Microsoft Supported Downloads Free Web Platform Installer

Home » Downloads » Microsoft Supported Downloads » URL Rewrite

URL Rewrite Install this extension
== This is a Microsoft Supported Download | Works With: 157, I57.5, 115 8, 1S 8.5, 115 10

of view sdditional downloads

You will be asked to “Save File”

O pening urlrewrite2.exe =

Wou hawe chosen to cpen:
[(==5] wrlrewrite2 . exe

which is: exe File (122 KB)

from: https://webpihandler.azurewebsites.net

WWould wow like to sawe this file?

e Sawe File I Cancel I
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Double Click the file after downloading it:

¥ B = | Downloads
Home Share View

™ ‘ » ThisPC » Local Disk(C:) » Users » Administrator » Downloads »

Mame Date modified Type Size
7 Quick access

[ urlrewrite2 11/30/2021 8:35 AM  Application 124 KB

Hit “Run” if you get a security prompt:

, -
SmartScreen can't be reached right now
Check your Internet connection. Windows Defender SmartScreen is
unreachable and cant help you decide if this app is ok to run.

Publisher: Microsoft Corporation

App: urlrewrite2 exe
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Initialization will start:

Microsoft Web Platform Installer 5.1

Cancel

Hit Install button:

© Web Platform Installer 5.1

) URL Rewrite 2.1

1 Items to be installed

URL Rewrite 2.1 for 15 7 extends its foundation of rule-based URL rewriting with new support for cutbound rewrite rules
and with new capability to set HTTP request headers and |15 server variables. This new set of features provides
administrators with complete control over the URL structure used by existing or legacy web applications that cannot be
maodified te natively suppert user and search engine friendly URLs,

More information

Publisher: Microsoft

Download Size: 5.80 MB

Version: 2.1

Release date: Friday, June 16, 2017
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Accept the terms:

o Web Platform r 5.1

©) URL Rewrite 2.1

Web Platform Installer 5.1

PREREQUISITES

NSTALL CONFIGURE FINISH

Review the following list of third party application software, Microsoft products and components, and any additional
software identified below to beMpstalled and Windows components to be turned on. Third party applications and
products are provided by the third¥garties listed here. Microsoft grants you no rights for third party software. You are
responsible for and must separately [Jsgte, read and accept these third party license terms,

X URL Rewrite 2.1
View license terms

Total file download size:

Direct Download Link

5.8 MB

Click here to see additional software to be installed and review the associated Microsoftlicense terms

By clicking "l Accept”

rou agree to the license terms for the third party and Microsoft softwisg, and any additional
software identified above, If you do not agree to all of the license terms, click "l Decline”,

I Decline | Accept

i rewrite rules
des
hat cannot be

1 |temsto be installed

Options Install

Exit

Installation begins:

© ek Platform

) URL Rewrite 2.1

Web Platform Installer 5.1

PREREQUISITES

INSTALL COMNFIGURE FINISH

Finished downloading

Microsoft Azure

Microsoft Azure is an open and flexible cloud
platform that enables you to quickly build,
deploy and manage applications across a global
network of Microsoft-managed datacenters.
Easily create web sites, virtual machines or
databases in a few clicks.

Try it free nowl!

Install progress: Installing URL Rewrite 2.1 [1 out of 1]

Cancel

H rewrite rules
des
hat cannot be

1 ltemsto be installed

Options Install
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Hit Finish when done and exit installer:

| e e e B S e — T

©) URL Rewrite 2.1

Web Platform Installer 5.1
i rewrite rules
PREREQUISITES INSTALL CONFIGURE FINISH des
hat cannot be
v/ The following products were successfully installed.
URL Rewrite 2.1
1 |ltems to be installed Opticns Exit
@ Web Platform Installer 5.1 ] x
Spotlight Products Applications | 2
There are no products or applications available to install.
0 [temsto be installed Options Install Exit
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. CONFIGURATION AND TEST

Open / Re-Open IIS Manager to see URL Rewrite module under IIS section:

€5 Intemet Information Services (IIS) Manager Eag X

“ €3 ) MPI-ESS2019 > @ = 5 @-

File View Help

UQ' MP1-ESS2019 Home

|- )
&5 Start Page

e G =N - B~ Manage Server
BT | | Go ~ (5 Show All | Group by: Area EE S

ASPNET ~

= $ ; EL2 = 2
B Z Y L 4 5‘%1 y b ‘S RN ] -
NET MNET WMNET Error MNET NET Trust  Application  Connection MachineKey Pagesand Providers  Session State SMTP E-mail Vi
Compilation  Pages  Globalization  Levels Settings Strings Controls )
2 E LI I e 0 | j
o) SF) ey 7 “Fw Gid S ol
FTP FTP Directory FTP Firewall  FTPIP  FTPLogging FTP Logon TP FTPRequest  FTPSSL FTP User !
Authentic... Browsing  Support  Address a... AttemptR.. Messages  Filtering Settings lsolation
s ~
= ], = A i y E' & ﬂ S
’Q_?,,; 2 ES ﬂ@ -1} 2 €@ E S (V] - =
Authentic... Authorizat. Directory ~ Error Pages  Failed Handler HTTP HTTP 1P Address  ISAPland  ISAPIFilters  Logging  MIME Types
Rules. Browsing Request Tra.. Mappings  Redirect  Respon.. andDoma.. CGl Restri.
5 Iy = ¢ 3 S s
"%?ﬂ E® e = 2
& e = o = L ol
Modules  Output  Request Sever  |URLRewrite) WebDAV  Worker
Caching  Filtering  Certificates Authori..  Processes
Management A

2 80 & & 8 0

Centrolized Configurat... Feature  IISManager 115 Manager Management  Shares Web
Cettificates  Editor  Delegation Permissions  Users ervice  Configurat.,  Platfor..

Click on "MachPanel Control Server” website under Sites and double click "URL
Rewrite”:

@ﬂ Internet Information Services (115) Manager

- € » MP1-ESS2019 » Sites » MachPanel Control Server »

File View Help

' O MachPanel Control Server Home

)

&5 Start Page

[ . Filter: - Go - \zqShow All | Group by:  Area v [2E] -
~ 83 MP1-ES52019 (MP1-ESS2019\Administrator)
¥ Application Pools ASP-NET
v .[@| Sites =Py “ F:l q —
: = ﬂ =Py = ab|
&P ADFS Login App B 5 Bl Y ab
. Q?] Default Web Site .NET MNET .MET Error .NET .MET Profile  .MET Trust  Application Connection
: Autherizat., Compilation Pages Globalization Levels Settings Strings
& MachPanel Control Server

, D RESTAPI IS

- s N _
ne =) > | =0) - E L =
71 ) ] é| (/] I:,u ﬂ ~1X] <'.:_1
Authentic... Authorizat.?
Rules

ression  Default Directory  Error Pages Failed Handler
Document  Browsing Request Tra.. Mappings

o =
-gﬁﬂ = =
= e =
Modules Output Request =i WebDAV
Caching Filtering Authari...
Management

5 & ©O

Configurat... 115 Manager Web
Editor Permissions  Platfor...
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Hit “Add Rule (s)”:

¥Z Internet Information Services (1IS) Manager - O x
fe 5 |@ » MPIESS2019 » Sites » MachPanel Control Server » oo @ -

File View Help

Connections . Actions
&,' '-‘i tal &. 0 URL Rewrite h Add Rule(s)...
gj Start Page Provides rewriting capabilities based on rules for the requested URL address and the Revert to Parent
w85 MP1-E552019 (MP1-ES52019\Administrator) content of an HTTP response. — -  vvapa
| Application Pool Manage Server Variables
=} Application Pools "
= Inbound rules that are applied to the requested URL address: ariables
Vi ables...
. 9 ADFS Login App MName Input Match Manage Providers
» &% Default Web Site : : 3
0 MachPanel Control Server e
&) RESTAPI S
Inbound Rules ~
£ > x
Import Rules...
Outbound rules that are applied to the headers or the content of an HTTP response: Outbound Rules ‘&
Mame Input Match Pattern View Preconditions...
Vi storn Tag
@ Hep
< >
 Content View
Configuration: 'MachPanel Control Server' web.config gﬂ
Select Blank rule in the Inbound rules section, then click the OK button.
nfo t en 5 Ma = O %
€ @ » MPI-ES! AddRule(s) 7 X @ e-
File View Help —
Select a rule template: &R
Connections pns
Inbound rules
@- - | & hdd Rule(
= ‘ AL ﬁ’ & Blankrule dp— (2% Rule with rewrite map Gl
_j Start Page i@ Request blocking evert to Parent
~ 83 MP1-ES52019 (MP1-ES! s
e Application Pools Inbound and Outbound Rules Manage Server Variables
v &| Sites i User-friendly URL 4| Reverse Proxy er Variables...

: 0 ADFS Login Apg Qutbound rules Manage Providers
&5 Default Web Sit :

. | Blank rule 3DS...
0 MachPanel Con

. @ RESTAPI Search Engine Optimization (SEQ) 1Ew Frov
®| Enforce lowercase URLs |5 Canonical domain name und Rules 2
=] Append or remove the trailing slash symbol nport Rules...
round Rules A
fiew Preconditions...
Select this template to create a new inbound rule without any preset values. This template opens the "Edit Rule" page that ustom Tags..
you can use to define a new rewrite rule for changing the requested URL address. help
rT———————
Configuration: ‘MachPanel Control Server’ web.config Q.

Give your redirect an easy-to-remember name.
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In the Matched URL section:

o Set Requested URL: to Matches the Pattern.
0 Set Using to Regular Expressions.

o Enter (.*) as the Pattern.

0 Check Ignore case.

0 Edit Inbound Rule

MName:
HTTPS Redarect

Match URL ~
Requested URL: Using
o Matches the Pattern o e Regular Expressions s
Pattern:
'9 () Test pattern...

o k] Ignore case

Conditions
Legical grouping
Match All w @

Features View | Content View

Scroll down to Conditions and expand the section if necessary. Select Match All for Logical
grouping, then click the Add... button.
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A dialog box will open:

Type {HTTPS} in the Condition input field.

Set Check if input string to Matches the Pattern.

Type ~OFF$ in the Pattern field.

Check Ignore case.

Click the OK button.

Add Condition ?

Condition input:

| HTTPS) @

Check if input string:
Matches the Pattern v 9

Pattern:

| AOFFS |9 Test pattern...

b Ignore case o

o | 0K | Cancel

You should now see your condition in the list.

g Edit Inbound Rule

[ -

Plcome Ups
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Scroll down to the Action section and enter these settings:

e Select Redirect as the Action type.

e Type https://{HTTP_HOST}/{REQUEST_URI?} in the Rewrite URL field.
e Uncheck Append query string.

e Set Redirect type to Permanent (301).

g Edit Inbound Rule

Action

Acticn type:

Q| Redirect v

Action Properties

Redsrect URL:
9 |:-.1::;s:;.-' HTTP HOST) (REQUEST URI

e I—l Append query sl.rlngll
Redirect type:
o Permanent (301)

o | Features View ' Content View

Click Apply in the right-hand Actions menu.

| Control Server »

@@ Editinbound Rule
2 tonore case

nnnnnn

L]
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You can now check your redirect in a web browser.

e TROUBLESHOOT

If there are any problems, you can check the site’s web.config file to make sure it contains
the correct information.

In IIS Manager, right-click your site and choose Explore from the menu.

E Internet Information Services (115} Manager

; @ » MP1-ES52019 » Sites » MachPanel Control Server »
File View Help
Connections

€- | 2 s
.5 Start Page

@ MachPanel Control Server Home

- Filter: - G 1 Show All - G by: 3
v .93 MP1-ESS2019 (MP1-ESS2019\Administrator) . © T \jnow roup by: Are
;} Application Pools ASP.NET
W ﬁ; Sites = @ P
: =
4 ADFS Login App B N ﬂ “ O
ﬁ?z‘) Default Web Site MET MET MET Error MET MET Profile
&0 MachPanel Control Serve ————" == Pages Globalization
- ) Explore |
4 RESTAPI
Edit Permissions...
q =
&' Add Application... %é (7] Lf
s Add Virtual Directory... Compression  Default Directory
Document  Browsing
Edit Bindings...
= -
Manage Website 3 = =1 £ "FW|
Request 551 Settings URL Rewrite
M3 Refresh Filtering
#  Remove
Add FTP Publishing... o
:‘ Install Application From Gallery —
Web
Rename Platfor...

Switch to Content View

Edit web.config or open it in a text editor.
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Verify that web.config contains the following text. If necessary you can create and/or
modify this file:

<rewrite>
<rules>
<ruole name="HTTPS Redirect" =topProcessing="true">
<match arl="(.*)" [>
<conditions>
<add input="{HTTF5}" pattern=""~0FF5" />
</foonditions>
<action type="Redirect"”
nrl="https://{HTTE HOST}/{REQUEST URI}" appendfueryString="false" />
<frole>
<froles>
<frewrite>

Note: above details should fall just above in the web.config:

</system.webServer>

MachPanel Knowledgebase
https://kb.machsol.com/Knowledgebase/55666/URL-Rewrite-HTTP-to-HTTPS-redire...
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