Login with Active Directory Federation Services (ADFS)

Summary

This article outlines and discusses the steps or actions required to enable Machpanel to authenticate via
Active Directory Federation Services (ADFS).

ADFS setup

Functionality to login to Machpanel with ADFS account requires an ADFS server
setup and shall be accessible from control panel server and also control panel
shall be able to access ADFS server. Setting up ADFS machine is out of scope of
this document. To setup the ADFS server please contact Machsol support.

Relaying Party setup

Once ADFS server is setup then we need to add our ‘ADFS login App’ as
relying party in ADFS.In ADFS service console, navigate to ‘Relying Party
Trust’, right click and select ‘Add new’, below dialog box appears, select
‘claim aware’ and click start.

ADFS Relying Party Trusts
Service - ___________________________________________________|
Display Name Fruahlad T Iddmntdine Accmes Conteod Polios.

Access Control Policies -
— @1 Add Relying Party Trust Wizard *

1 Relying Party Trusts
Claims Provider Trusts

Application Groups Welcome

Steps
@ Welcome:

Welcome to the Add Relying Party Trust Wizard

Claims-aware applications consume claims in secu tytokers on'al:en B\e ntication and
@ Select Data Source authorization decisions. Nor-cl b-b use Windows
. Integrated Authentication in the internal network and c b!pH hgdthn:n;ﬁ Jeb Application
@ Choose Access Control Proxy for extranet access. Leamn more

@ Ready to Add Trust (@) Claims aware

® Frish Non claims aware
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On next screen select ‘Enter data about relying party manually’ and click next as

show below.

J ADFS
| service
7 Access Control Policies
2 Relying Party Trusts
~ Claims Provider Trusts
_ Application Groups

Display Name

E

hiad T Idantifar Arvwas Cootol Prbe:

Select Data Source

Steps

@ Welcome

@ Select Data Source

@ Specfy Display Name

@ Corfigure Cenficate

@ Configue URL

@ Corfigure dentfiers

@ Choose Access Control
Policy

@ Readyto Add Trust
@ Finish

@ Add Relying Party Trust Wizard

x

Select an option that this wizard wil use to obtain data about this relying party:
O Import data about the relying party published online or on a local network

Use this option 1o import the necessary data and cerficates from a relying party crganization that publishes
its federation metadata online or on a local network.

Federation metadata address host name or URL):

Example: fs contoso com or hitps.//www contoso com./app

O Import data about the relying party from a file

Use this option to import the necessary data and cedificates from a relying party organization that
its federation metadata to a file. Ensure that this file is from a trusted source 'I'Iumuduind
\rdduehowoecf file

Federation metadata file location:

(®) Enter data about the relying party manually
Use this option to manualy input the necessary data about this relying party organization.

<rmio o

On next screen provide ‘Display name’ and ‘Notes’ for Relying party as below and

click next.

1 ADFsS
1 Service
Access Control Policies
$ Relying Party Trusts
1 Claims Provider Trusts
1 Application Groups

Display Name:

Enablad Tame. It

Acomes Contml Bobou

@ Add Relying Party Trust Wizard b3

Specify Display Name
Steps
@ Welcome

Enter the display name and any optional notes for this relying party
Display name:
MachPane! Securs Login

Notes:

| MachPanei Secure Login]

<Provows | [z ] [ Goneet
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On next screen ‘Configure certificate’ no change and click next and configure
‘Configure URL’ as show below and click next. Set the bridging/intermediate
application url and select ‘WS Federation Passive protocol’

AD FS
1 Service
| Access Control Policies
B Relying Party Trsts
Claims Provider Trusts
1 Application Groups

Desplay Name

[romrmyme

Fnahlad___Tune __Idantéier Acomss Contml Pl
G Add Relying Party Trust Wizard X
Configure URL
S mssw-m WS- Trust, WS-Federation and SAML 2.0 WebSS0 protocols for relying parties
® Welcome Federation. SAML_ or both are used by the relying party, mhmmmmwﬂm
URLno use. Support for the WS- Trust protocol is ahways enabled for a relyng pary

@ Select Data Source =

Enable suppor for the W5-Federation Passive protocol
@ Specify Display Name

The W5-Federation Passive protocol URL supports Web-browser-based claims providers using the
@ Configure Cenificate W5-Federation Passive protocal.
@ Configure URL Relying party WS-Federation Passive protocel URL:
@ Corfigure Identfiers hitps fislogin machsol com
@ Choose Access Control Example: hitps.//fs contoso com /acfs s/
@ Readylo Add Touet [ Enable support for the SAML 2.0 WebSSO protacol
@ finsh The SAML 2.0 single-sign-on (550) senvice URL supports Web-browserbased claims providers using the

SAML 2.0 WebSS0 protocel
Relying party SAML 2.0 550 service URL

Example: hetps://www contoso com/adfals/

< Provious Cancsl

On ‘Configure identifiers’ steps no change, just click next. And on ‘Choose Access
Control Policy’ screen select ‘Permit Everyone’ and click next as shown below.

AD FS
7 service
Access Control Policies
2 Relying Party Trusts
= Claims Prowvider Trusts
1 Application Groups

Display Name.

Cosbied  Tune I—— A Peutecd Bk

P Add Relying Party Trust Wizard

Choose Access Control Policy

Steps Choose an access control policy
@ Welcome o~
@ Select Data Source
@ Soecty Display Name Perma everyone and require MEA
& Configure Cerificate Parmi everyone and require MEA for Specific Grous
Parmia everyons and requine MEA from sxranet
@ Configurs URL Perma everyone and requie MEA from devices
@ Configure identifiers Parme sveryone and requrs MEA. allow automatic devics registra
@ Choose A c Perms evenyone for intranet acoess
Polcy by
@ Readyto Add Trust
- Pobcy

[T 1 do not wan ta corfigune acoess control polcies at this ime. No User wil be permitted scoess for this

s hea
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Navigate to last step by clicking ‘next’ and finish the setup.

Configure Claim

Once a relying party is added successfully, we need to configure the ‘Claim Issuance
Policy’ for relying party so that required claim is returned by ADFS to middle-ware
application.

Right click on relying party name in ADFS service console and select ‘Edit claim
issuance policy’ as shown below.

Dumpiay Nama. Ensbisd  Type Identitor Access Control Poky. Relying Party Trusts -
P Add Relying Party Trust
Edit Access Control Policy. View 4
Edit Claim Issuance Policy.. Hew Window from Here
Disable G Refresh
Properties H nelp

Delete MachPanel Secure Login -~

Help
Edit Access Control Policy.

In claim issuance policy dialog click ‘Add Rule’ button as shown below.
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On 'Select Rule Template’ step verify '‘Send LDA attributes as Claims’ is selected and

click ‘next’.
Ton
S Servic Display Nome Ensbled  Type Identhier Access Control Policy
| Access Control Polices _ )
. Relying Party Trusts MachPanel Secure Login Yes WS-Tr... hitps:/isiogin.machsol com Permit sveryone
1 Claims Provider Trusts Q8 Add Transform Claim Rule Wizard x

- Application Groups

.| Select Rule Template

I Transform Rule{
ssuance fran Steps Seleckthe tmpat o theclam e thtyou want 0 crestefom the folowng . The descrpon provides
mfmm““o (Choose Fule Type sbout template
@ Configure Claim Rule Claim rule template:
Order | Ruls Name Send LDAP Attrbutes as Claims
Claim rule template description:

Using the Send LDAP Attibute as Claims rnule template you can select attributes from an LDAP attribute
store such as Active Directory to mammnmm Muttiple attributes may be sent as

iphe: claims from a single nule using this rule type. mmmmhmmnmm
a e that will extract aitribute values for authenti 1 users from the
mmmuwmmmm;emmmmm This rule may also
be used to send al of the user's group memberships. ¥ you want to only send individual group
memberships, use the Send Group Membership as a Claim rule template.

= e

In ‘Configure Rule’ screen set the claim rule name, select attribute store as ‘Active
Directory’, select ‘User-Principal-Name’ in LDAP attribute and ‘UPN’ in Outgoing
claim type and click finish as shown below.

I Relying Party Trusts
] Claims Provider Trusts
7 Application Groups.

MachPanel Securs Login Yes WS-Tr... Pemit sveryone
‘ @8 Add Transform Claim Rule Wizard b
Configure Rule

|ssuance Transform Ruls! Steps can configure this nue 1o send the values of LDAP attributes as claims. Select an atirbute store from which
@ Choase Rule Type |o=¢-awarms;m=ry ‘the attributes wil map to the outgoing claim types that will be issued

@ Configure Claim Fule
User Principal Mame
Fule template: Send LDAP Atributes as Claims

The following transform

Ordes  Rule Name

Aetibute store:
Active Dinectory
Mapping of LDAP sttrbutes to outgoing claim types:
:undmmun-) (Select or type 1o Outgeing Claim Type (Select or type to add more)
L4 | User-Prncpattame - |oEm

Ll =
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Bridging/Middleware App setup

Website Configuration in IS

Download the "MachPanel ADFS Middleware App".

Right Click and "Unblock" the zip file before extracting files.

Copy the extracted ‘ADFS Login App’ folder and place at location which shall be
configured for IIS website.

Add a new website in IIS and point the application directory to "ADFS Login App"
folder. Define bindings for https protocol over 443 port and assign a valid certificate
and host name.

This hostname shall be same as ‘Relying party identifier’ specified when creating relying party.

Internet Information Services ([15) Manager

"T'Ii S

&l » b Sites »

File View Help

Connections

C- - 3 8 ¢

- Q__El Start Page

t:;} Application Pools /
» (] Sites_

Fi
M
Add Website... m 5
Refresh
Add FTP Site...
Add Web Site From Gallery

Switch to Content View

M



https://www.machsol.com/updates/ADFSLoginApp.zip
https://www.machsol.com/updates/ADFSLoginApp.zip
https://www.machsol.com/updates/ADFSLoginApp.zip
https://www.machsol.com/updates/ADFSLoginApp.zip
https://www.machsol.com/updates/ADFSLoginApp.zip
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Site name:
| ADFS LoginApp

| |ADFS LoginApp Select...

Content Directory
Physical path:
|C:\Program Files\MachSolNADFS Login App

Ready

-
Pass-through authentication ) .
] Connecta Test Settings...
Connect As ? *
Binding
1 Type: |P address: Port: Path credentials:
https v [101.210023 v | e | | O specific user
Host name:
|slog|n.machsol.com | ® Application user (pass-through authentication)
O Require Server Name Indication
Cancel
[ Disable HTTP/2
[] Disable OCSP Stapling
S5L certificate:
MachSolWildCard2024 w Select... View...
Start Website immediately
oK Cancel
« @ » Sites » ADFSLoginApp » 7] V@~
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Configuration variable setup in config file

There are some custom keys in the website configuration file (Web.config inside application
directory) which are required to be set and are shown below.

<?xml version="1.8" encoding="utf-8"?>
B<!--
For more information on how to configure your ASP.NET application, please visit
https://go.microsoft.com/fwlink/?LinkId=301886

--3
F<configuration>
= <appSettings>
<add key="ida:ADFSMetadata" value="https://adfs.machsol.com/federationmetadata/20087-06/federationmetadata.xml™ />
<add key="ida:Wtrealm" value="https://slogin.machsol.com" />

<add key="ida:claimType" value="http://schemas.xmlsoap.org/ws/2005/85/identity/claims/upn"/
<add key="ida:signoutUrl" value="" />

<add key="panelUrl" value="http://10.2.200.112:8888"></add>
<add key="loginAsADUserOnly" value="@" /#

</appSettings>

Ida:ADFSMetadata

This is the Url of ADFS metadata endpoint, metadata for ADFS service can be found
in ‘Endpoints’ section in ADFS service console, see below screenshot.

Syntax is: https://<ADFS Server
Pointer>/federationmetadata/2007-06/federationmetadata.xml
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Ida:Wtrealm

This is the Url of the application/Relying party identifier configured in
ADFS.

Ida:claimType

This is claim type value identifier whose value is returned to panel and is matched
with panel account. This can be found by browsing/opening the metadata Url in any
web browser, seen below screenshot.

G (SR 105://ad s machsol.com/federationmetadata/2007-06/federationmetadataxm| - @G Search. o~
& adfsmachsol.com € Claims X-Ray | AD FS Help @ MakCloud BV Admin Portal ®

X Find: claimtype Previous Next | ' Options v | More than 100 matches

</KeyDescriptor>
<fed:ClaimTypesRequested>
<auth:ClaimType Uri="http:/ /schemas.xmlsoap.org/ws/ 2005 /05 fidentity/ claims/emailaddress” Optional="true" xmins:auth="http:/ /docs.oasis open.org/wsfed/authorization/ 200706">
<auth:DisplayName>E-Mail Address</auth:DisplayName>
<auth:Description>The e-mail address of the user</auth:Description>
<fauth:ClaimType>
~ <auth:ClaimType Uri="http:/ /schemas.xmlsoap.org/ws/2005 /05 fidentity/claims/givenname" Optional="true" xmins:auth="http:/ /docs.oasis-open.org/wsfed/authorization/ 200706">
<auth: DisplayName>Given Name</auth:DisplayName >
<auth:Description>The given name of the user</auth: Description>
<fauth:ClaimType>
- <auth:ClaimType Uri="http://schemas.xmlsoap.org/ws/2005 /05 /identity/claims/name" Optional="true" xmins:auth="http://docs.oasis-open.org/wsfed fauthorization /200706">
<auth:DisplayName>Namex</auth:DisplayName>
<auth:Description>The unique name of the user</auth:Description>
</auth:ClaimType>
<auth:ClaimType Uri="http://schemas.xmlsoap.org/ws/2005/05/identity/ claims/upn” Optional="true" xmins:auth="http:/ /docs.oasis-open.org/wsfed/authorization/200706">
<auth:DisplayName>UPN</auth: DisplayName >
<auth:Description>The user principal name (UPN) of the user</auth:Description>
</auth:ClaimType>
<auth:ClaimType Uri="http:/ /sch I felaims/C " Optional="true" xmins:auth="http:/ /docs.oasis-open.org,/ wsfed fauthorization f200706">

<auth: DisplayMame>Common Name</auth:DisplayName>
<auth:Description>The common name of the user</auth:Description>
</auth: ClaimType>

|lda:singoutUrl

This is optional key, it can be used to redirect user to some specific page
on sign-out from ADFS, This Url shall be added in Relying party rusted
endpoints, otherwise the redirection to the Url on sign-out will not work.

panelUrl

This is the control panel URL.

loginAsADUserOnly

When set to ‘0’ this will allow to login to panel with any of the authentication accounts i.e. can
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sign-in with customer, reseller, stafffemployee, contact or AD user.

When set to 1 this will allow to login to panel as AD user only (4th level user login).

Configuration in Machpanel

To enable login with ADFS, navigate to Home > System Configuration > Authentication and
on first tab ‘3rd Party Authentication’ enable the option as shown below.

----Search in menu--- v
e ; 4= Home > Sy: = Authentication

L! Import Utilities +

3rd Party Authentication Two Factor Authentication Settings
K System Configuration -

Compary Profile *Enable login using Microsoft account:
*Enable login using ADFS:

*ADFS Login App Url: hitps:f/slogin.machsol.com

Reseller Settings
Configure Alerts *Sigout from ADFS on panel signout:

Authenitication

Save Settings

Settings

ADFS Login App Url

This shall be the bridging/intermediate application (shipped with control panel) URL
configured in previous step.
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Sign-out from ADFS on panel sign-out

This option specified whether it is required to sign-out from ADFS account when
signing out of control panel, when enabled this will sign-out from ADFS and will

effect any other applications signed in with same ADFS account.

Login to Control Panel

English
Login as End User

OR

Login with ADFS

@ 2020 MachSol, Inc

When selected, the button redirects to ADFS for authentication and if already signed
in with ADFS account in same browser to any other app the panel logs in with same

account, otherwise sign-in screen of ADFS appears as below.

PrachPanel | Security T ke

Serawice
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The name shown above on Sigin-In page is the name set for ADFS service.

Supported Authentication Scenarios

As Customer:

When claim value (UPN in this case) returned by ADFS matches with the login of
customer account.

As Customer via linked AD account:

When claim value returned by ADFS matches with UPN of the AD user account in
panel and is linked with customer account for authentication.

As Customer contact:

When claim value returned by ADFS matches with customer contact login.

As Customer contact via linked AD account:

When claim value returned by ADFS matches with UPN of the AD user account in
panel and is linked with customer contact for authentication.

Reseller:

When claim value returned by ADFS matches with login of reseller account.

Staff/Employee:

When claim value returned by ADFS matches with login of employee/staff account.

Staff/Employee via linked AD account:

When claim value returned by ADFS matches with UPN of the AD user account in
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panel and is linked with staff/employee for authentication.

AD user (4th level login):

When claim value returned by ADFS matches with AD user account in panel and logs
in as AD user for self service.

MachPanel Knowledgebase
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