Authenticate Active Directory user (Staff, Customer and Contact).

Summary

This article provides summary on how to authenticate Active Directory user
credentials (Staff, Customer and Contact) to login to MachPanel.

Applies To
Applies to MachPanel build v6.1.30

Active Directory configuration:

« In order to configure authentication Active Directory users and security
groups navigate to the following path: Home > System Configuration >
System Users > Staff Members

o Select Active Directory tab as shown below:

E Home > = = Staff Members
Active Directory
Select AD Domain: gss-lab2019 local -
Provider staff users OU LDAP: LDAP://0U=5tafflsers DC=ess-ab2019 DC=local
Provider staff security groups OU LDAP: LDAP:.//OU=StaffUsers, DC=ess-lab2019,DC=local

Select Ad Domain

Provider staff users OU LDAP

Provider staff security groups OU LDAP
Click Save when done.
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Authenticate Active Directory user (Staff, Customer and Contact).

e Click on customer Name and select Personal Info tab

—Search in menu— - E Home > > Customers > Customer Detail
& rome Customer # 1 - Customer Demo
& Customer Manager -
Personal Info
Customers
& Reseller Customers + Account Access

Subscriptions List . .
*Passport Login (E-mail): customer@machpanel.com

Offline Order

*Passport Password: Generate Random
@ Billing Manager +

Leave blank if you do not want to change.

@ Help Desk +
Confirm password: Show Password
&P Service Director +
Authenticate via AD account: k.Jonas@contoso.com -
@ Service Plans +
Send Email:
¥ Import Utiities +
L

Contact of Customer

« On Add/Edit Contact select Allow access to Panel.
e« Select AD user

Account Access

Allow Access to Control Panel: ~

*Password: Generate Random

Leave blank if you do not want to change.

*Confirm password: Show Password

Authenticate via AD account: alpha@mailcloud.local -

Save Cancel

Staff User

o Click Edit in from of a Staff User/Member and provide UPN of AD account to
authenticate.




Assign Security Group

Authenticate Active Directory user (Staff, Customer and Contact)

association.

=

Go to Home > System Configuration > System Users > Staff Roles

Staff Roles

Operations

Add Role

Add the required matching role and provide Security Group Name for

Super Administrator
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Built-in Role Sub Reseller Role Security Group Name Options
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Super Administrator
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