Active Directory Organization and User Management

Summary

This article provides a summary for managing Active directory Organizations and Users.

Applies To

This article applies to MachPanel v6 and above.

Active Directory Domain

To add an Active Directory Domain, Please review following KB:

http://kb.machsol.com/Knowledgebase/Article/50263

Active Directory Organizations (OU) Management

Organizational units (OU) are Active Directory containers into which you can place users,

groups, computers, and other organizational units. An organizational unit cannot contain

objects from other domains.

1.

After the successful integration of the servers you can create Active Directory
Organizations from the following path: Home >> Service Director >> Active
Directory >> Organizations

There is new filter to search organization with Enterprise services enabled as shown
below:

To add a new Organization Unit, click on Add Organization Unit button.

You can also perform bulk operations by selecting the organization as highlighted in
green.

You can also Add AD User, Add Users in Bulk, Update users in bulk, Enable
ADSync, create Security Groups on the single organization under Options. To add
Security Group review KB: http://kb.machsol.com/Knowledgebase/Article/55552

You can also Sync Organization from Backend, using Sync from backend option.
Please review more details at the following KB:
http://kb.machsol.com/Knowledgebase/Article/54533

You can also add and manage Logon Hours Template using this interface

<:| Home > © D > Active Directory > Active Directory Organizations | Set as Home Page]

Logon Hours Template

Search +

Operations

Add New Template


http://kb.machsol.com/Knowledgebase/Article/50263
http://kb.machsol.com/Knowledgebase/Article/55552
http://kb.machsol.com/Knowledgebase/Article/54533
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Available to Resellers
Select Reseller:
Type and press enter to search

Selectable Selected *

e
- -
Available to Customers
Select Cusiomer:
Type and press enter to search
Selectable Selected *
- -
- -

Concel

Active Directory Organization Management:

----Search enu---- Tl= . 1 — ]
arch in menu 4= [Home > Service Director > Active Directory > Active Directory Organizations Set as Home Page

&l Active Directory -

Domains Qrganizations Logon Hours Template

Search +

Products

ADSync Templates Operations

Usage Report

Data Centers + [o] ization Ints | Subscripti

! Organization Name 11 rganization Intermna Users ubscripti
name It ons

0 Web Hosting +

€ DNS Manager n Active Directory Domain:
ADSync Enabled: No
BA
€ Domain Names * 25 ADSyne Template:
B Exchange Hosting + Subscriptions: Yes
) Customer:
@ SharePoint Hosting +

J You can also add Users, Security Groups, Contacts, assign Certificates to users
and set password policies for Active Directory organizations.




Active Directory Organization and User Management

Users

o You can add user, Add Bulk User (Using CSV), Update Bulk User (Using CSV), perform
Group Actions on number of Users selected and also Export locked/Expired Users

——
& Active Directory -
#185 -, .
Domains
Organizations
General Certificates Security Groups Contacts Settings Job Queue

Users

Products Search +

ADSync Templates

ADSync Usage Report Operations

Usage Report
0 Web Hosting +
Certificates
e  You can upload certificate and assign to user

I
& Active Directory -
#185 - .
Domains
Organizations .
General Users Certificates Security Groups Contacts Settings Job Queue
Users —_—
Products Search +

ADSync Templates

ADSync Usage Report Operations

Usage Report

Assign Certificate to User
{) Web Hosting +

General Users Certificates Security Groups Contacts Settings Job Queue

Select User: 1155 [ A | -

Select Certificate: Select file

e  The client side certificate '.Cer' and '.p7b' are supported.
e  After selecting the certificate it will shown as below
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Genera Users Certificates Security Groups ontacts Settings Job Queue

Search +

Operations

Assign Certificate to User

Certificat Issued From 3t =S5 Lo Stat User details It Opt
erunca sSsue QI Sta s Ser getalls Jplions
ertmncate U rom [}a—_E lr []atg l' atus er alls F- 1ons

FM_Combina AEA Flinmb Aibimmbinnting Logon Name: -
A RARA AR AR AT
. 11/07/202  11/08/202 UPNE: e g e =
201:00:00 3005959 ~T
Manchester, C=GB Display Name:

pemncwapped]

. After the job is completed in Job Queue it shown under Certificates listing and also you
can verify directly on AD user under Published Certificates.

v e ] PTOpETties 7 =
Secyrity Environment Sezsons Remote control
Remote Desktop Services Profile COM-+ Aetribute Bditor

General Address Account Profile Telephones Oirganizaton
Published Cerificates  Member Of  Password Replication  Dialin  Obgect

List of X509 cerificates published for the user account
lssued To lzgsued By Intended Purposes Expiratior
o s mrmces g+ s e e Atnramy e = e o] L1 p
L] ]
€< >

View Certficate._ .

Add from Store Add from File Hemoaowe Copy to File
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Security Groups

« You can create Security Groups (Domain Level, Global and

Universal)
General Users Certificates Security Groups Contacts Settings Job Queue
Search
Operations

Add Security Group

General Users Certificates Security Groups Contacts Settings Job Queue

Security Group
*Display name:

Group Scope: Domain Local ® Global Universal

Group Members:

Type and press enter to search

Selectable Selected

o m m m
o

Automatically add users in group:

cance'

Contacts

« You can add Mail Contact, add bulk Mail Contact (Using CSV) and
Export to Excel

General Users Certificates Security Groups Settings Job Queue

Search

Operations

| Add Mail Contact Add Bulk Mail Contact Export to Excel |
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Settings:

o Under Defaults
0 You can set Ad user Password settings

General Users Security Groups Contacts Settings Job Queue

| Defaults I Password Policies Enrollment
AD User Password

Options: User must change passweord at next lagon
User cannot change password
Password never expires

Send Email alert for Passward expiry to users

. Also you can 'Send Email Alert' for Password expiry to users

m Password Policies Enrollment

AD User Password

Options: User must change password at next logon
User cannot change password
Password never expires

~/| Send Email alert for Password expiry to users

Motify users everyday during the last 1 - days befare expiration, At Hour(s): 00 “ Minutes:
- -

00 -~
-

e  You can also apply password policy (steps to create password policy shown
below):

Password Policy

Select Policy: New Policy ~

Logon Hours Template

Select Template: --- select -—— -~
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e Also below permissions can also be allowed, under Other configuration.

Other configuration

Update Profile Allowed: ad
Change Password Allowed: ~
Unlock Account Allowed: od

(Allow users to unlock their accounts using the method enrolled)

o Click Password Polices tab to add new Policy

4= Home > Service Director > Active Directory > Active Directory Organizations > Organization Set|

#124 - 7025.com [7025.com]

General Users Security Groups Contacts Settings Job Queue

Defaults Password Policies Enroliment

Operations

Add Policy

Policy Name It Precedence It

) Now select password policy.

Home > Service Director > Active Directory > Active Directory Organizations > Organization

#124 - 7025.com [7025.com]

General Users Security Groups Contacts

Defaults Password Policies Enrolliment

AD User Password

Job Queue

Options: User must change password at next logon
User cannot change password

~/ Password never expires

Password Policy

Select Policy: Strict -

Logon Hours Template

Select Template: - Select - -

Other configuration

Update Profile Allowed: ~
Change Password Allowed: ~
Unlock Account Allowed: ~

(Allow users to unlock their accounts using the method enrolled)
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e You can also setup Enrollment Option

General Users Certificates Security Groups Contacts Settings Job Queue

Defaults Password Policies Enrollment

Enroliment Options

Allowed methods for user verification for password recovery and unlock account.

Email: v
Security Queastions: ~ No. of Questions: @1 2 3
Save
Job Queue

« Under the Job Queue you can see the jobs added for this particular
organization

General Users Certificates Security Groups Contacts Settings

Group Actions Log

Search +

Operations

Reset Tries Count Clear Completed/Cancelled Jobs Cancel Failed Jobs listed

Active Directory Users Management

« To add a new user to the active directory, navigate to the path: Home >>
Service Director >> Active Directory >> Users.

. You can select users and remove, enable, disable, unlock as shown by yellow block.

. Click on Add User button to create a new AD user.
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Important Note: Please note that when you delete a Mailbox, SharePoint, Lync or CRM
user the Active Directory User is not get deleted. You can remove AD users in bulk as
highlighted in green.

. Select customer name, organizational unit from the dropdown list and provide user
display name, UPN, email address and password.

1= Home > > = Active Directory Users = Add Active Directory User

Add Active Directory User

*Customer: MachPanel Demo - Custorner Demo - [cust. demo@st ~

*0rganization Unit: contoso -

*First Name: Test

*Last Name: User1

“User Display Name: Test Usert

*User Principal Name: test.user (@ contoso.com
*Email: test.useri@contoso.com

e S

(Must be alpha-numeric. Example: 1PassWO0rD)

Show Password

Note: If the organization is already subscribed to a service such as Exchange, Lync,
SharePoint, CRM etc. then you will also see a section to enable that service on the Active
Directory User.

o Click on Optional fields section to expand. You can provide here the AD user contact
information, organization\company details and customize company logo etc.

o Click on Enable Exchange Service section to expand. You can provide here the
details to Add a mailbox, select Distribution List Membership and Public Folder
permissions.

. Click Save when done.
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Bulk Active Directory Users Management

1. You can also add Active Directory users in Bulk from the path: Home >> Service
Director >> Active Directory >> Users.

2. Select Users and click on "Update Bulk User" button.

4= Home = = > Active Directory Users = Add Active Directory User
Update Bulk Users
Select Customer: Customer Demo - [cust. demo@storetest.com] #1 - Ma: -
*Organization Unit: contoso -
Select user to clone: None -

CSV file to import: Select File Sample CSV file

Send password email to alternate email if pagswerd being updated

Retain existing attribute values for empty field in CSV

Save Cancel

o To add bulk Logon Hours Template for Active directory users. Navigate to Path:
Home > Service Director > Active Directory > Active Directory Users

o In Search field filter your AD users by "Organization name" and select all users and
apply Logon Hours Template as shown below:
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Group Actions

o You can perform Group Action to multiple user of an particular Active Directory
Organization at the path: Home >> Service Director >> Active Directory >>
Organization and click Manage the respective organization. Then under Users menu
click Group Actions

®a Active Directory -
Domains
Organizations
Users
Products
ADSync Templates
ADSync Usage Report

Usage Report

@ Web Hosting +

#112 -
General Users Security Groups Contacts Settings Job Queue
Search
Operations /

o You can select multiple users and perform multiple operation available on this interface.

Group Actions

AD Users:

Select organization:

Please select user(s) for group action.

Type and press enter to search

Go Back to Listing

Selected

Selectable

n
-

Select users using CSV input
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ADSync Usage Report

o You can view ADSync Organization Report and Users Synchronized under
respective tabs at the path: Home >> Service Director >> Active Directory >> ADSync
Usage Report.

ﬁ Home E Home > = = ADSync Usage Report
[ ]
s Customer Manager +
ADSync Organization report Users synchronized
@ Help Desk +
&P senvice Director - Search +
X General + Operations
Active Directory -
Expnrllo Excel
Domains
Organizations Total
Organization Name It Customer Name 1T Owner It Users synchronized It Users not synchronized It
Users Users It
Products cust 5
ustomer Demo
contoso Host Admin (Provider) 1005
ADSync Templates [MachPanel Dema]
Displaying: 1- 1 of 1 Displaying per page: | 80 ¥ | Change

Usage Report

! Data Centers +

J You can View Active Directory Usage Report which covers Organization, User and
Security Group.

Note: The Active Directory Usage report will be shown for AD domains which are
provisioned via Active Directory Service Plan. See details at KB:
http://kb.machsol.com/Knowledgebase/Article/55557

Active Directory

E Home > = > Usage Report
Domains
Organizations Organization Usage Report User Usage Report  Security Group Usage Report
Users
Products Search —
ADSync Templates
MachSal, Inc. [Hest Admin (Provider)] ~ ADSync Enabled

ADSync Usage Report

U Report

§ Data Centers +
Web Hostin + -
Sw d Operations
@ DNS Manager +
Export to Excel
s Exchange Hosting +

MachPanel Knowledgebase


http://kb.machsol.com/Knowledgebase/Article/55557
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https://kb.machsol.com/Knowledgebase/53476/Active-Directory-Organization-an...
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